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Abstract—Logitech made the following statement in 2009: “Since the displacements of a mouse would not give any useful information

to a hacker, the mouse reports are not encrypted.” In this paper, we prove the exact opposite is true—i.e., it is indeed possible to leak

sensitive information such as passwords through the displacements of a Bluetooth mouse. Our results can be easily extended to other

wireless mice using different radio links. We begin by presenting multiple ways to sniff unencrypted Bluetooth packets containing raw

mouse movement data. We then show that such data may reveal text-based passwords entered by clicking on software keyboards. We

propose two attacks, the prediction attack and replay attack, which can reconstruct the on-screen cursor trajectories from sniffed

mouse movement data. Two inference strategies are used to discover passwords from cursor trajectories. We conducted a holistic

study over all popular operating systems and analyzed how mouse acceleration algorithms and packet losses may affect the

reconstruction results. Our real-world experiments demonstrate the severity of privacy leakage from unencrypted Bluetooth mice. We

also discuss countermeasures to prevent privacy leakage from wireless mice. To the best of our knowledge, our work is the first to

demonstrate privacy leakage from raw mouse data.

Index Terms—Mouse, trajectory, password, sniffing, privacy, security
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1 INTRODUCTION

L OGITECH made the following statement in a white
paper published on March 2, 2009 [1]: “Since the

displacements of a mouse would not give any useful infor-
mation to a hacker, the mouse reports are not encrypted.”
Wireless mice may use a 27 MHz, a Proprietary 2.4 GHz, or
a Bluetooth 2.4 GHz radio link. From our interview with
major brand-name manufacturers including Logitech,
Microsoft, Apple, and Lenovo and our literature study, no
wireless mouse encrypts its communications [35], [36]. This
practice is also reflected in the design of mouse communica-
tion protocols. The Bluetooth human interface device (HID)
profile [8] requires authentication and encryption support
for keyboards and other HIDs such as fingerprint scanners,
which transmit identification or biometric information [8],

[26], [37]. Nonetheless, it does not mandate these security
mechanisms for mice.

In this paper, we show mouse movement data leaks
extremely sensitive information. The timings and
positions of mouse movements are often used as an
entropy source for random number and secret generation.
Leaked mouse movement data could reduce the entropy
of seeding for such random number generation. From a
reconstructed mouse trajectory on screen, an attacker
may build a user’s computer usage profile, identify appli-
cations, or even obtain user passwords. This problem is
particularly serious given the conventional belief that
mouse traffic can be unencrypted, lending users a false
sense of security.

In this paper, we focus on privacy leakage from
Bluetooth mice and summarize the results of our research
for over a year on addressing various challenges related to
the problem. Note that our results can be easily extended to
mice using other radio links [35], [36] as well. One question
often raised when attacking Bluetooth devices is the attack
distance. Although Bluetooth is designed as a short-range
radio technology, it has been shown that long distance
attacks against Bluetooth can be performed from over one
mile away [11], [25].

Various off-the-shelf tools are available to sniff Bluetooth
mouse communications. In particular, a universal software
radio peripheral 2 (USRP2) device [17], a software-defined
radio device, can be tuned to any Bluetooth channel with a
2:48 GHz daughterboard. To sniff all Bluetooth channels,
four USRP2s are needed. Tools such as Ubertooths [32],
[38], [39] can be used to determine the MAC address of
undiscoverable devices. This in turn can be fed into an
FTS4BT [3], a commercial product, which is able to
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synchronize with victim Bluetooth devices. An FTS4BT is
able to follow Bluetooth frequency hopping sequences,
thereby sniffing an entire communication session.

Our major contributions in the paper can be summa-
rized as follows. First, we examine mouse data semantics,
investigate how mouse events are processed in an operat-
ing system, and propose a prediction attack to reconstruct
the mouse on-screen cursor trajectory. The main chal-
lenge for designing the prediction attack is on the proper
understanding of the impact of (i) mouse acceleration
algorithms, (ii) packet timing, and (iii) impact of packet
losses on the prediction accuracy of the cursor trajectory.
To address these challenges, we derive the upper and
lower bounds of the complex mouse acceleration for
studying reconstruction errors.

Second, we are able to infer critical information from the
reconstructed cursor trajectory. Various systems, including
Windows, Linux, Mac, and applications [4], [9], [22] provide
software keyboards as an alternate input method. Users
may click a software keyboard and input their credentials.
We use the attack against the software-keyboard-based
authentication scheme to demonstrate the severity of wire-
less mouse privacy leakage. We develop two approaches to
map a clicking topology to a password sequence. With the
basic inferring approach, all candidate passwords are
enumerated from a clicking topology. With the enhanced
inferring approach, the statistical information of a human
clicking on the region of a key is used to reduce the number
of candidate passwords. Our experiments on Fedora 13 and
OpenSUSE 11.1 show that the basic inferring approach has
a success rate of more than 98 percent when recovering
passwords, while the (much more efficient) enhanced infer-
ring approach has a success rate of more than 95 percent.

Third, given that mouse acceleration algorithms are often
proprietary and cannot always be easily reverse engineered,
we propose a replay attack for reconstructing the on-screen
cursor trajectory if the acceleration algorithm is unknown.
In the replay attack, sniffed raw data is replayed on a com-
puter installed with the same operating system as the one
on the victim computer. With this approach, we can derive
the cursor trajectory and apply the basic and enhanced
inferring approaches to derive the password. Our real-
world experiments show that the success rate of the replay
attack on Fedora 13, Windows 7, and Mac OSX 10.6.5
achieves 69, 100, and 44 percent, respectively. Please refer to
Sections 5.5 for demo videos. The experiment results show
that the prediction attack outperforms the replay attack if
the acceleration algorithm is known.

The rest of this paper is organized as follows. In
Section 2, we discuss how to reconstruct the mouse cursor
trajectory. We analyze various factors that affect the accu-
racy of trajectory reconstruction in Section 3. In Section 4,
we evaluate the accuracy of inferring passwords from the
sniffed Bluetooth mouse movements using the software
keyboard attack as an example. In Section 6, we briefly
introduce the most relevant related work. Finally, we con-
clude this paper in Section 7. Potential countermeasures
to the proposed attacks are given in Appendix D in
the supplementary document, which can be found on
the Computer Society Digital Library at http://doi.
ieeecomputersociety.org/10.1109/SC.2015.2413410.

2 RECONSTRUCTION OF MOUSE CURSOR

TRAJECTORY

In this section, we first investigate raw Bluetooth mouse
data semantics and then review various mouse cursor accel-
eration algorithms used in modern operating systems.
Finally, we introduce our prediction and replay attacks for
reconstructing an on-screen cursor trajectory. For an over-
view of Bluetooth and a discussion on how to sniff Blue-
tooth traffic, please refer to Appendix A, available in the
online supplemental material. Please refer to the supple-
mentary document for all appendices, available online.

2.1 Raw Bluetooth Mouse Data

Although we use a Logitech MX 5500 Bluetooth Mouse as
an example in most cases, we actually investigated many
other Bluetooth mice and found mice under the same brand
share the same semantics. These semantics have been
understood through reverse engineering, HCI profile speci-
fications, and related work [16].

For comparison, we briefly discuss the Microsoft Blue-
tooth Mouse 5000, which has a simple raw packet payload
format. The following is an example of its payload: {A1 11
00 01 FE 00 00}. The fields in bold provide the X and Y
movement, respectively. This data is expressed in two’s
complement form. Hence, the corresponding movement in
this example will be 1 and �2, i.e., a unit movement to the
right and two units in the upward direction.

An example of a Logitech MX 5500 mouse raw packet
payload is listed as follows: {A1 02 00 F3 FF FF 00 00 00}.
The three fields in bold are used to compute mouse move-
ment. The following rules are applied to obtain the move-
ment: Let the three fields be XO (F3 in the example above),
YO;1 (FF) and YO;2 (FF), respectively. In this case, the recon-
struction of mouse movements is more complicated than
for the Microsoft Bluetooth Mouse 5000. Specifically, the
hexadecimal values A; . . . ; F do not necessarily refer to the
decimal 10; . . . ; 15. Whenever A - F does not represent 10-15,
we refer to the hash table in Algorithm 1, which calculates
the raw mouse movement for the Logitech mouse. From
Algorithm 1, we can see that F3 on X equals to�(16�3) ¼
�13 and FF on Y equals to�(16 � 15) ¼ �1.

Algorithm 1. Raw Mouse Movement Mapping Algo-
rithm for Logitech Mouse

Require:HASH ¼ ( F ! 16, E ! 32, D! 48, C! 64, B ! 80, A
! 96);
1: if (XO > ¼ 127 in decimal) then #Left movement
2: X ¼HASH[first digit ofXO] - second digit ofXO;
3: else #right movement
4: X ¼XO;
5: end if
6: if (first digit of YO;2 ¼¼ F) then #Up movement
7: Y ¼HASH[second digit of YO;2] - first digit of YO;1;
8: else #Down movement
9: if (YO;2 ¼¼ 00) then
10: Y ¼ first digit of YO;1;
11: else
12: Y ¼ result of concatenating second digit of YO;2 with

first digit of YO;1;
13: end if
14: end if
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The raw mouse movement in the raw packet does not
actually represent the on-screen cursor movement because
the operation system handles such mapping using an accel-
eration algorithm. Fig. 1 shows the Linux input driver stack
where Xserver conducts the mapping from the raw mouse
movement to the on-screen cursor coordinate. In Linux,
each hardware component is treated as a special file (i.e.,
device file). The device file allows user-space applications to
interact with the device driver through standard input/out-
put system calls. In the kernel space, the mousedev (PS2-
emulator) driver creates these device files whereas the evdev
generic input event driver provides APIs for user-space
applications. In the user space, Xserver enforces mouse-cur-
sor acceleration by artificially increasing the cursor speed
based on how fast a user moves the mouse. For example,
consider a raw mouse movement of Dx and Dy pixels on X
and Y , respectively. An extremely simple acceleration algo-
rithm may increase the amount of cursor movement by
twice the amount (i.e., ð2Dx; 2DyÞ).

To predict cursor trajectory from sniffed Bluetooth
mouse packets, we need to have a precise understanding of
mouse acceleration implementation. Mouse acceleration is a
feature available in most operating systems today. This fea-
ture defines the mapping between the on-screen cursor
motion and the physical movement of a mouse. It provides
users with the ability to effectively navigate screens with a
high resolution and a minimal physical movement of a
mouse. Listed below, we derive the Linux mouse accelera-
tion from its source code and examine it in detail as an
example. Because we cannot obtain the source code of the
Windows and Mac mouse acceleration algorithms, we pro-
pose the replay attack to reconstruct the on-screen cursor
trajectory with no need of knowing which mouse accelera-
tion algorithm is used.

2.2 Linux Mouse Acceleration

An OS may use an acceleration algorithm to calculate cursor
position based on raw mouse movement data. Based on
whether packet arrival time is considered in computing the
cursor movements on screen, we classify mouse acceleration
algorithms into two categories: (i) lightweight acceleration
algorithm and (ii) complex acceleration algorithm. The Light-
weight acceleration algorithm does not consider the packet
arrival time and is used in Linux-based OS with Xserver ver-
sions before 1.5. The Complex Acceleration Algorithm takes the
packet arrival time into account and is adopted in Linux-
based OS with Xserver versions after 1.5 [6], current

Windows OSs, and Mac OS X. We now explain these two
types of algorithms in detail.

2.2.1 Lightweight Acceleration Algorithm

Algorithm 2 illustrates the Linux lightweight acceleration
algorithm: If a mouse is physically moved more than T
units, the algorithm amplifies the movement byM times the
current amount along theX and Y axes, respectively, where
T and M are pre-determined parameters. It is important to
note that T is computed as the Manhattan distance (instead
of the euclidean distance) of the reported mouse movements.
For example, if a mouse reports a movement of ð3; 4Þ, the
corresponding cursor movement will be ð6; 8Þ when T ¼ 6
andM ¼ 2 on theX and Y axes, respectively.

Algorithm 2. Lightweight Acceleration Algorithm

Require: Raw mouse movement (Dx, Dy); Threshold T ; Accel-
eration FactorM
1: if (jDxj þ jDyj � T ) then
2: cursor movement ¼ (Dx, Dy);
3: else
4: cursor movement ¼ (M � Dx,M � Dy);
5: end if

2.2.2 Complex Acceleration Algorithm

We explain the complex acceleration algorithm based on
Linux OSs with Xserver versions after 1.5. When a new
mouse event arrives, a mouse event is created for the mouse
packet. Next, the system first computes the velocity of the
mouse movement and then computes the acceleration based
on the derived velocity. Based on the raw movement infor-
mation in the mouse packet and the derived acceleration,
the system determines the cursor movement on screen.

To determine the mouse velocity, we first compute the
distance between two mouse events. Denote the sequence
of raw mouse events as Z1; Z2; . . . ; Zn. A mouse event Zi

includes three elements relative to mouse motion: Dxi, Dyi,
and timestamp ti. Denote Dðk; nÞ as the distance between
mouse events Zk and Zn, where 1 � k < n

Dðk; nÞ ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
Xn
i¼k

Dxi

 !2

þ
Xn
i¼k

Dyi

 !2
vuut : (1)

Based on the distance Dðk; nÞ, we can derive the mouse
velocity V ðk; nÞ between Zk and Zn as

V ðk; nÞ ¼ Dðk; nÞ
tn � tk

� a� b; (2)

where a and b are velocity scaling and velocity softening
parameters with default values of 10 and 1, respectively.
The Linux command xinput can be used to return the value
of these parameters.

To compute the current mouse velocity Vn (note that Vn is
not the same as the velocity V ðk; nÞ between Zk and Zn), the
system uses a mouse event queue to buffer l mouse events
and calculates Vn based on the past mouse events in the
queue. Fig. 2 shows a mouse event queue with a length of l,
having a default value of 16. Denote Zn as a new mouse

Fig. 1. Linux input device driver stack.
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event arriving at the queue. We now calculate V ðp; nÞ,
V ðpþ 1; nÞ, . . ., V ðn� 1; nÞ, and the mouse velocity between
mouse event Zn and those in the queue based on Equa-
tion (2), where n� lþ 1 � p � n� 1, tn � tp�1 > 300ms, and
tn � tp < 300ms. It can be observed that mouse events that have
occurred 300 ms before the current event Zn do not participate in
the calculation of mouse velocity Vn for Zn. Vn is derived by the
following process: If there is only one mouse event before
the mouse event Zn, the current mouse velocity
Vn ¼ V ðn� 1; nÞ. If there are two mouse events before Zn,
then Vn ¼ V ðn� 2; nÞ. If there are more than two past
mouse events, V ðj; nÞ can be selected as the current mouse
velocity Vn by solving the following problem:

Maximize : Distance Dðj; nÞ;
Subject to : V ðn� 2; nÞ � V ðj; nÞj j � 1 or;

V ðn� 2; nÞ � V ðj; nÞj j
V ðn� 2; nÞ þ V ðj; nÞ < 0:2;

(3)

where p < j � n� 1.
When velocities are derived, the acceleration A can be

derived as follows:

A ¼
SðVnÞ þ SðVn�1Þ þ 4 � S VnþVn�1

2

� �

6
; (4)

where Sð:Þ is a velocity smoothing function. Because
SðVnÞ � 1, we have A � 1. Please refer to Appendix B, avail-
able in the online supplemental material, for an explanation
of Sð:Þ.

Once A is derived, the cursor coordinate ðX;Y Þ on screen
can be derived as follows:

X ¼ X þA� Dxn;

Y ¼ Y þA� Dyn; :
(5)

where ðDxn;DynÞ is the raw mouse movement. If A ¼ 1, the
system will not accelerate the mouse speed; otherwise,
acceleration is in effect. Note that A can be a decimal num-
ber in which Equation (5) will produce a cursor position
which is not an integer. The Linux complex acceleration
algorithm takes effort in rounding the coordinate and main-
taining the residues. Please refer to Appendix C, available
in the online supplemental material, for details of how this
approximation is accomplished.

2.3 Reconstructing Cursor Trajectory

Given raw Bluetooth mouse movement data, if an attacker
knows the mouse acceleration algorithm used in an operat-
ing system, an attacker can predict the cursor trajectory on a
victim system. This is denoted as prediction attack and our
prediction algorithm comes straight from the Linux driver
code. However, the attacker may not know the mouse accel-
eration algorithm beforehand, particularly if the operating
system is proprietary. It is not always trivial to reverse

engineer proprietary operating systems and derive the hid-
den mouse acceleration algorithms.

We propose the replay attack if the mouse acceleration
algorithm is unknown. A replay attack has two phases. In
the first phase, an attacker sniffs raw Bluetooth mouse data
between a Bluetooth mouse and a victim computer using
the sniffer FTS4BT. In the second phase, to derive the on-
screen cursor trajectory, the attacker uses a computer as the
attack computer, as shown in Fig. 3, and replays the sniffed
mouse data to an impersonating computer, which is
installed with the same operating system as the victim com-
puter. The cursor trajectory on the impersonating computer
is the approximate on-screen cursor trajectory on the victim
computer.

The benefit of our replay attack is that we do not need to
understand the complex acceleration algorithm on the vic-
tim computer as long as we can discover the operating sys-
tem running on the victim computer. We can know the type
of operating system on the victim computer by using vari-
ous scanning tools such as nmap and Nessus.

3 ANALYSIS

In this section, we discuss two main factors that affect the
accuracy of reconstructing the mouse cursor trajectory from
sniffed raw mouse data: (i) Bluetooth packet loss during
sniffing and (ii) the randomness of packet arrival time..

3.1 Impact of Bluetooth Packet Loss

A Bluetooth sniffer may miss packets due to various factors
of fading or interference such as that from wireless LANs.
We designed the following experiments with an FTS4BT
device to measure how many pixels may be missing from
the reconstructed onscreen cursor trajectory if a Bluetooth
packet is lost. Suppose that a user uses a computer with a
Bluetooth mouse (Logitech MX 5500) to surf the Internet
and play games. At the same time, we use the FTS4BT
device to sniff the communications between the mouse and
computer for several 40 minute time periods. Each experi-
ment run generates tens of thousands of packets. For exam-
ple, there are more than 39000 raw mouse packets in one
experiment run.

For the lightweight acceleration algorithm, our empirical
results in Fig. 4 illustrate that the mean value of absolute
raw mouse movement distance incurred by a Bluetooth
mouse packet is 4:21 pixels. This corresponds to a confi-
dence interval of ½4:16; 4:26� with 95 percent confidence.
From Fig. 5, which is derived from Fig. 4 using Algorithm 2,
the mean value of absolute on-screen cursor movement dis-
tance is 6:76 pixels. This corresponds to a confidence inter-
val of ½6:64; 6:86� with 95 percent confidence. Hence, under
the lightweight acceleration algorithm, we expect an error
of around six pixels in the predicted cursor trajectory when

Fig. 2. Mouse event queue.

Fig. 3. Replay attack illustration.
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we are missing one Bluetooth packet. Lost packets also neg-
atively impact the predicted mouse cursor trajectory for the
complex acceleration algorithm. The impact is more compli-
cated as the complex acceleration algorithm considers the
timing of arriving packets to compute the mouse accelera-
tion. The loss of a packet affects the computation of mouse
movement speed and acceleration. We discuss the impact of
timing in the following subsection.

3.2 Impact of Packet Arriving Time

The Bluetooth packet inter-arrival interval as shown in
Fig. 6 has no effect on an operating system that uses the
lightweight acceleration algorithm (Algorithm 2) whereas it
affects an operating system using the complex acceleration
algorithm. According to the analysis in Section 2.2.2, the
estimated current velocity depends on the inter-packet
interval in Equation (2) and the historic mouse events in the
mouse event queue. The current and previous estimated
mouse velocities could affect the acceleration in terms of
Equation (4). Eventually, the acceleration determines the
ultimate on-screen mouse movement based on Equation (5).
Hence, the Bluetooth packet timing and inter-packet inter-
val play important roles in estimating the ultimate mouse
movement.

In the prediction attack, packet timestamps recorded
during sniffing are not those seen by the victim computer as
an event scheduling algorithm adds randomness to time-
stamps when packets get into the operating system. In the
replay attack, we use a high resolution timer to relay the
sniffed packets. Similarly, the event scheduling algorithm of

the impersonating computer adds randomness to replayed
packet timings. However, in the replay attack, since a packet
needs to travel through the network stack of the attack com-
puter and the air to arrive at the impersonating computer,
more randomness to packet timings may be introduced.
This is why the performance of the replay attack is inferior
when compared to the prediction attack in our experiments.
Hence, in both attacks, we cannot obtain the same packet
timestamps seen by the victim computer. The Bluetooth
packet arrival time is a factor which could affect the accu-
racy of reconstructing the mouse cursor trajectory from
sniffed raw mouse data.

3.2.1 Bound of Complex Acceleration Algorithm

We now derive bounds for acceleration using the Linux
complex acceleration algorithm in terms of the mouse veloc-
ity. The goal is to understand how the error of predicted
mouse velocity, which is caused by packet timing, affects
the acceleration and reconstructed cursor trajectory. Con-
sider the system default mouse settings with the simple
smooth profile, as discussed in Section 2.2.2 (i.e., the acceler-
ation threshold h ¼ 4 and the acceleration factor a ¼ 2). Let
the current and previous estimated velocity be Vn and Vn�1,
respectively. The bound of the smoothed mouse velocity
SðVnÞ is described in the following. A detailed proof can be
found in Appendix C, available in the online supplemental
material

SðVnÞ ¼ 1; 0 < Vn � 4;
1:5 < SðVnÞ < 2; 4 < Vn < 8;
SðVnÞ ¼ 2; Vn � 8:

8<
: (6)

Based on the bound of SðVnÞ, we derive the bound of the
mouse acceleration A as follows:

A ¼ 1; 0 < Vn � 4; 0 < Vn�1 � 4;
1:083 < A < 1:167; ð0 < Vn � 4; 4 < Vn�1 < 8; or

4 < Vn < 8; 0 < Vn�1 � 4Þ; 2 < VnþVn�1
2 < 4;

1:417 < A < 1:703; ð0 < Vn � 4; 4 < Vn�1 < 8; or
4 < Vn < 8; 0 < Vn�1 � 4Þ; 4 < VnþVn�1

2 < 6;
1:5 < A < 2; 4 < Vn < 8; 4 < Vn�1 < 8;
1:583 < A < 2; ðVn � 8; 4 < Vn�1 < 8Þ; or

ð4 < Vn < 8; Vn�1 � 8Þ;
A ¼ 2; Vn � 8; Vn�1 � 8;

8>>>>>>>>>>>><
>>>>>>>>>>>>:

(7)

where A has non-continuous subdomains.Fig. 5. Histogram of cursor moving distance.

Fig. 6. Histogram of bluetooth mouse inter-packet interval.Fig. 4. Histogram of raw mouse moving distance.
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The acceleration bound shown in Equation (7) implies
that the packet arrival time may affect the acceleration and
the cursor trajectory, according to the cursor coordinate
derived by Equation (5). Recall that Vn is V ðk; nÞ when
Equation (3) is satisfied

V ðk; nÞ ¼ Dðk; nÞ
tn � tk

� a� b:

When the packet arrival time has a change Dt, the velocity
changes to V 0ðk; nÞ:

V 0ðk; nÞ ¼ Dðk; nÞ
tn � tk þ Dt

� a� b: (8)

Hence, Vn will also change with packet arrival times. Specif-
ically, a small change of timing may switch Vn and Vn�1 in
Equation (7) from one subdomain such as ð0; 4� to another
subdomain such as ð4; 8�. For example, if Dt shifts
0 < Vn � 4 and 0 < Vn�1 � 4 to 4 < Vn < 8 and 4 < Vn�1 < 8,
respectively, the acceleration will be changed from A ¼ 1 to
1:5 < A < 2 according to Equations (7). When the coordi-
nates are updated based on Equation (5), the cursor trajec-
tory will be changed.

3.2.2 Impact from Packet Arriving Time

Our experiments show the error of cursor trajectory recon-
struction caused by the difference of arrival times of Blue-
tooth packets as seen by the target operation system and the
sniffer. We use the sniffer FTS4BT to capture Bluetooth traf-
fic between a Bluetooth mouse (Logitech MX 5500) and a
Fedora core 13 computer, which uses the complex accelera-
tion algorithm. Astute readers may question: Since the
impact of packet arrival time is being evaluated, what if
there is a packet loss during the sniffing phase by the
FTS4BT device? Actually, to ensure there is no packet loss,
we use a FTS4BT and HCI sniffing software called
“hcidump” to sniff packets simultaneously. FTS4BT and
hcidump capture the same Bluetooth traffic between the
Computer A and the Bluetooth mouse. Note that hcidump
runs on Computer A and is able to sniff all packets without
loss. We compare the data set from FTS4BT with the data
set from hcidump to make sure there is no packet loss in the
data set from FTS4BT.

Figs. 7 and 8 use the sniffed data set from FTS4BT and
show that in the prediction attack, because the predicted
acceleration deviates from the original one, the predicted

cursor trajectory does not exactly overlap with the original
trajectory. In our experiments, the original acceleration val-
ues and cursor trajectory are obtained from logs from a
revised Linux kernel.

4 INFERRING PASSWORDS FROM RECONSTRUCTED

CURSOR TOPOLOGY

In this section, we investigate how the reconstructed cursor
trajectory enables an attacker to compromise the sensitive
information of a user. In particular, to quantify the results,
we consider the scenario of inferring character sequences
from a reconstructed cursor clicking topology when a user
is clicking an on-screen soft keyboard.

4.1 Inferring Character Sequence

A cursor clicking topology is formed by connecting all
points clicked in the reconstructed trajectory. Recall that the
reconstruction can be conducted by either the prediction or
the replay attack from raw mouse movement data.

We now introduce the basic approach to infer a character
sequence from a cursor clicking topology. The basic
approach directly maps the clicking topology to an on-
screen keyboard. Assuming that we have derived the raw
mouse data that contains a set of clicks on a soft keyboard,
we can derive the clicking topology. However, we do not
know the exact starting point of the trajectory and therefore
cannot determine which keys have been clicked. To derive
all candidates (i.e., all possible character sequences corre-
sponding to the trajectory), we move the cursor clicking
topology from the top left to the bottom right in the area of
the on-screen keyboard. When the topology moves, the
clicking points may produce a character sequence. We
record all different character sequences. Consequently, a set
of character sequences based on a cursor clicking topology
can be derived. We consider the set of character sequences
as candidate character sequences. The true character sequence
must be one of candidates if there is no packet loss and the
packet timing is correct. The challenge of this approach is
that it may generate a large number of candidates.

To reduce the number of candidate character sequences,
we propose an enhanced inferring approach which uses the
statistical information of the area where the user clicks
the on-screen keyboard. Intuitively, when hitting a key,
the user tends to click in the center rather than the edge of
the area belonging to the key. We define this area as the
hot area for the key. Because the size of the keys on a soft
keyboard is different, in order to derive a normalized hot
area, we recruit a group of people and obtain clicking

Fig. 7. Predicted acceleration.

Fig. 8. Predicted cursor trajectory.
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positions of random characters on the same on-screen key-
board and then normalize the rectangular area of a key to
a 1� 1 square area. The hot area is the area which contains
99 percent of the clicked positions. After obtaining the hot
area, we map a cursor clicking topology to an on-screen
keyboard from the top left to the bottom right. A character
sequence will be considered as a candidate sequence only
if all the characters’ clicking positions are in the hot area.
With the hot area, the number of candidate character
sequences will sharply decrease. The benefit of the
enhanced inferring approach is that the uncertainty of the
clicked character sequences is significantly reduced.

4.2 Inferring Passwords

To evaluate our method of inferring a character sequence
from the reconstructed cursor topology, we conducted
extensive experiments. Unless explicitly noted, all of our
analysis and figures in the following are derived from the
sniffed data by an FTS4BT.

4.2.1 Why the Password Attack is Dangerous

Various systems and applications provide soft keyboards as
an alternative input method. Users may “click” these soft
keyboards and input sensitive information, which is under
the threat of attacks investigated in this paper. We classify
these soft keyboards into two categories: (i) the classical soft
keyboard and (ii) the randomized soft keyboard. The classi-
cal soft keyboard emulates the physical QWERTY keyboard
and the randomized soft keyboard has a randomized key
layout. The randomization is for defending against other
attacks such as the keystroke logging attack, which is differ-
ent from the attacks investigated in this paper. A random-
ized keyboard could resist our proposed attack to some
extent depending on how the keys are randomized. Our
investigation suggests that a purely randomized key layout
should be necessary for inputting sensitive information.

To demonstrate that many systems are under the threat
of attacks investigated in this paper, we now give a brief
summary of systems and applications and the class of soft
keyboards. The classic soft keyboard has been widely used
by operating systems, including Linux, Windows, Mac.,
and others. In particular, the known anti-virus software
Kaspersky [4] believes that entering confidential data on a
virtual keyboard is secure and makes the following state-
ment: “When you enter your confidential data (for example,
your login and password in an E-Store) using your key-
board, there is a risk that this personal information is inter-
cepted using the hardware keyboard interceptors or
keyloggers, which are programs that register keystrokes.
Then, this information will be transferred to hackers/cyber
criminals through the Internet. Kaspersky Anti-Virus
includes a Virtual keyboard that allows users to avoid the
interception of sensitive data.” Online banking login sys-
tems including HSBC [22] and Westpac [9] use the classical
soft keyboard. In contrast, the randomized soft keyboard is
used to a very limited extent. Here are two examples: the
online login system for State Bank of Travancore in India [5]
and an online chat system QQ [7].

Hence, the attack of reconstructing a password clicked on
a soft keyboard is truly realistic in various scenarios. The
fact that Bluetooth mice leak passwords is significant. To

the best of our knowledge, we believe that the aforesaid hid-
den vulnerability of Bluetooth mice was largely ignored.
Hence, we intend to sound a warning bell to the industry
that unencrypted communications over Bluetooth mice may
be detrimental to user online privacy and security. In
Appendix D of the supplementary document, available
online, we discuss the encryption of Bluetooth mice and a
purely randomized soft keyboard as countermeasures to
the investigated attacks.

4.2.2 Performance Metrics

We consider two metrics for evaluating how well we can
infer passwords based on the reconstructed clicking
topology. One is the success rate, which is defined as the
percentage of correctly detected passwords out of all eval-
uated passwords. Therefore, the success rate is per-pass-
word. A password is deemed “correctly detected” if it is
in the set of candidate passwords. Recall that one topol-
ogy may generate a number of candidate passwords. The
second metric, obscurity degree, measures the average
number of passwords corresponding to a single clicking
topology. Obviously, an attacker prefers a small number
of passwords from a given clicking topology. Assume
that each candidate password has an equal probability to
be the real password. Hence, if the cardinality of a set is
mi, its entropy is log2 mi. The average entropy for all the
clicking topologies is then defined as the obscurity degree
and is derived by

Obscurity degree ¼
Pn

i¼1 log2 mi

n
; (9)

where n is the number of clicking topologies. Note that the
obscurity degree is an information-theoretic metric and a
lower obscurity degree means fewer candidate passwords
per clicking topology that the attacker has to guess.

In the rest of this paper, we will present the experiment
results. For each derived success rate and obscurity degree,
we generated 100 random passwords each with a length of
eight characters (including uppercase letters, lowercase let-
ters, and numbers). Then, we used a Bluetooth mouse (Logi-
tech MX 5500) to click on a soft keyboard, xvkbd of size
449� 149 pixels (small-size soft keyboard), to input those
passwords on a computer installed with different operating
systems that use different mouse acceleration algorithms.
At the same time, the FTS4BT sniffer was used to sniff all
the Bluetooth traffic. To check whether our approach works
on soft keyboards with different sizes, we conducted a simi-
lar set of experiments on a large size soft keyboard, xvkbd
of size 896� 254 pixels.

As we know, operating systems usually allow users to
configure the mouse acceleration parameters. Our experi-
ments are based on the default setting, which is used by
most users. Even if a user changes the default setting, the
attack can be feasible. For example, the Windows 7 mouse
speed setting has only 11 possible levels. By applying our
attack over each possible level individually, we will still be
able to reconstruct the correct trajectory. Indeed, if the
mouse configuration changes, the attacker has to make
more attempts in order to successfully derive the password.
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5 EVALUATION OF INFERRING PASSWORDS

To evaluate how well we can infer passwords based on the
reconstructed clicking topology, we conducted extensive
experiments and attacks were successful on Linux,
Windows, and Mac OS X. Both prediction and the replay
attacks were deployed on Linux. Because we could not
obtain the mouse acceleration source code for Windows
and Mac OS X, the replay attack was mainly deployed on
these two operating systems.

5.1 Hot Area

To derive the normalized hot area, we generated 120 ran-
dom passwords each with a length of eight characters,
including uppercase letters, lowercase letters, and numbers.
Note that an uppercase letter corresponds to two clicks, Shift
+ the letter. Three persons were recruited and each of them
input 40 passwords by clicking on the same software key-
board. We obtained more than 1;000 clicking positions.
Fig. 9 shows the clicking positions on an on-screen keyboard
after applying the normalization method. Although the

sample size is small, our experimental results clearly dem-
onstrate the severity of the attack presented in this paper.

5.2 Success Rate without Packet Loss
in the Prediction Attack

This set of experiments was performed against one person
on OpenSUSE 11.1 using the lightweight mouse acceleration
algorithm. We evaluate both the basic and enhanced infer-
ence approaches for inferring a password on different-sized
soft keyboards. For both the small-sized and large-sized soft
keyboards, we achieve a success rate of 100 percent for the
basic inferring approach and 99 percent for the enhanced
inferring approach.

We now show that the enhanced inferring approach
can significantly reduce the number of candidate pass-
words for both the small-sized and large-sized soft key-
boards. Figs. 10 and 11 use the basic inferring approach
and show a histogram detailing the number of password
candidates for the small and large size soft keyboards,
respectively. Figs. 12 and 13 show a histogram detailing
the number of password candidates from mouse clicking
topologies for each of the two sized keyboards when the
enhanced inferring approach is used on the hot area. In
each of these four figures, the x-axis is the possible quan-
tity of candidate passwords generated by a reconstructed
trajectory. The y-axis is the frequency of such a quantity
(i.e., how many reconstructed trajectories generate such a
quantity of candidate passwords). From these figures, we
can observe that the enhanced inferring approach reduces
the number of candidate passwords for both small and
large size keyboards sharply. In particular, for the small
keyboard, the enhanced inferring method reduces the
number of candidate passwords from the range of
ð0; 425Þ to ð0; 22Þ. For the large size keyboard, the
enhanced inferring approach reduces the number of can-
didate passwords from the range of ð0; 400Þ to ð0; 15Þ.

From Figs. 10 and 11, we can derive the obscurity degree.
Table 1 compares the obscurity degree for the basic and

Fig. 9. Normalized clicking positions with hot area.

Fig. 10. Histogram of password candidates on small on-screen keyboard
by basic inferring.

Fig. 11. Histogram of password candidates on large on-screen keyboard
by basic inferring.

Fig. 12. Histogram of password candidates on small on-screen keyboard
by enhanced inferring.

Fig. 13. Histogram of password candidates on large on-screen keyboard
by enhanced inferring.
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enhanced inferring approaches in the scenario where the
lightweight acceleration algorithm is used. We can see that
the enhanced inferring approach sharply reduces the obscu-
rity of guessing a password. The basic inferring approach
has an obscurity degree of around 6 bits whereas the
enhanced inferring approach has an obscurity degree of
around 1 bit, corresponding to two passwords per clicking
topology, which the attacker has to guess.

We performed the prediction attack against another 10
persons on OpenSUSE 11.1 using the lightweight mouse
acceleration algorithm. Each person input 10 random pass-
words of eight characters long. The hot area in Fig. 9, which
is derived from clicking positions from three persons, is
used for the enhanced inferring approach in this set of
experiments. The observations are similar to those from
Figs. 9, 10, 11 and 12 when the attacks were performed
against one person. The attack success rate for both basic
inferring and enhanced inferring approaches is still 100 per-
cent. The enhanced inferring approach can also dramati-
cally reduce the number of candidate passwords. Therefore,
the attack strategies presented in this paper are generic. In
the rest of the paper, we use attack experiments against one
person to demonstrate the severity of the attack.

5.3 Success Rate with Packet Loss in the Prediction
Attack

Recall that during sniffing, Bluetooth packets may be
dropped due to fading and interference. To reduce the
packet loss rate, we use two FTS4BT dongles placed in
redundant mode to sniff the same Piconet. Table 2 lists the
packet loss rate in terms of distance between the sniffer and
the target. The experiments were conducted in a corridor of
a campus building. We can see that the sniffer has a loss
rate of only 1.4 percent at a distance of 10 meters. This
shows that the attack can be deployed stealthily from a rea-
sonably long distance. When the distance is more than
10 meters, the loss rate dramatically increases. For a com-
prehensive evaluation of Bluetooth packet loss caused by
various factors, please refer to related bibliography includ-
ing [19], [28].

We now use emulation to show the impact of packet loss
on the success rate of inferring passwords because it is not
easy to control the loss rate in real-world experiments. The
data we will use is from the large size on-screen keyboard on
OpenSUSE 11.1. For each loss rate, we first randomly discard
raw mouse packets from the original loss-less data set of the

FTS4BT device at the specified loss rate. For those packets
retained, we will form a new set of raw mouse packets. We
then apply either the basic inferring approach or the enhanced
inferring approach to the new set of raw mouse packets. In
thisway,we can derive the success rate given a specific packet
loss rate. Fig. 14 shows the success rate for the basic inferring
approach versus different packet loss rates. We observe that
when the packet loss rate is less than 2 percent, i.e., when the
distance is 10 meters or less, the basic inferring approach
achieves a very high success rate of around 80 percent.

Fig. 15 shows the success rate for the enhanced inferring
approach versus the packet loss rate. The confidence inter-
val for both figures is derived over 10 emulations. When the
packet loss rate is less than 1 percent, the enhanced inferring
approach achieves a success rate of near 80 percent. Com-
paring Fig. 14 with Fig. 15, we can observe that when the
packet loss rate is less than 1 percent, the success rate will
not sharply decrease for the basic nor the enhanced infer-
ring approaches. When the packet loss rate is more than
1 percent, the basic inferring approach achieves a much
higher success rate than the enhanced inferring approach.
Hence, the basic inferring approach is adopted when the
packet loss rate is more than 1 percent. Nonetheless, recall
that the basic inferring approach has a larger candidate set
and therefore a higher uncertainty of guessing the correct
password exists. Hence, if the packet loss rate is less than
1 percent, the enhanced inferring approach can be adopted
for lower uncertainty.

5.4 Success Rate with Complex Acceleration
in Prediction Attack

As we discussed in Section 3, the packet arrival timing
affects the attack accuracy when reconstructing the on
screen mouse cursor trajectory for operating systems using
the complex acceleration algorithm. We conducted exten-
sive real-world experiments on Fedora Core 13, which uses
the complex acceleration algorithm, to investigate how
packet timing affects inferring passwords. Note that the

TABLE 2
Packet Loss Rate v.s. Distance (Meter)

Distance 1 3 5 10 15 30
Loss rate 0 0 0.2% 1.4% 27.1% 97.8%

TABLE 1
Obscurity Degree for Basic and Enhanced Inferring

for Lightweight Acceleration

Small keyboard Large keyboard

Basic inferring 6.19 5.88
Enhanced inferring 1.70 1.11

Fig. 14. Success rate versus packet loss rate by the basic approach.

Fig. 15. Success rate versus packet loss rate by the enhanced approach.
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data for our investigation is from the FTS4BT sniffer. To
reduce the impact from timing, we should use the data
starting at the time when the first click for a password
occurs as this reduces the prediction error according to the
discussion in Section 3.

Table 3 compares the results of inferring passwords for
both the lightweight and complex acceleration algorithms.
We can see that passwords can be derived with a success
rate of more than 95 percent for the complex acceleration
algorithm. One reason for the high success rate is that the
mouse movement during password entries (clicking an on-
screen keyboard) is different from the mouse movement in
other conditions. Each character on the on-screen keyboard
corresponds to a small area. Users always take caution
when inputting passwords and will not move the mouse
too fast in an effort not to miss a key. This slow movement
reduces the impact of packet timing on mouse acceleration
and favors reconstructing a correct clicking topology. We
observed in the experiments for the large size keyboard
with the basic inferring approach that 98 percent of pass-
word clicking processes have a topology with a deviation in
the range [0, 25] pixels for both the X- and Y-axes. In only
one case, the deviation was 52 pixels in the X direction and
9 pixels in the Y direction. However, a large deviation does
not always lead to a failure of password inference as the
predicted clicking topology may fall within the characters’
areas on the soft keyboard. We have observed similar
results in our experiments on the small-sized keyboard.

5.5 Replay Attack

To evaluate the replay attack, we carried out experiments on
Fedora Core 13, Windows 7, and Mac OS X 10.6.5. We
implemented the raw mouse data replay program, i.e., fake
mouse, on a Linux computer installed with Ubuntu 8.04,
which could emulate various mouse brands. To guarantee
that the replayed packet timing is accurate, we used a high
resolution timer (nanosleep and real-time clock).

We now show the results of our replay attack and exam-
ine the impact of packet timing changes caused by the

replay attack. We first provide results for a victim computer
installed with Fedora Core 13. Figs. 16 and 17 show that the
acceleration and cursor trajectory are changed during recon-
struction in the replay attack. Because the acceleration value
in the replay attack deviates from the original one, the cur-
sor trajectory derived by the replay attack does not overlap
with the original trajectory.

Table 4 shows the success rate and obscurity degree for
the replay attack on a large-sized keyboard for 100 pass-
words. On Fedora 13, we can see that because of a greater
impact from replayed Bluetooth packet timing, the perfor-
mance of the replay attack is inferior when compared to the
prediction attack. Even though Bluetooth packet timing is
seriously distorted during the replay attack, a detection rate
of 69 percent is still achieved when the basic inferring
approach is used. The detection rate for the enhanced
inferring approach is 31 percent. Hence, the basic inferring
approach is recommended for the replay attack on a Linux
OS with an Xserver version after 1.5.

On Windows 7, we conducted the replay attack using the
default soft keyboard. To log the cursor clicking topology, we
installed RUI, a tool Recording User Input from interfaces for
use underWindows andMacOS X [23], on the impersonating
computer. Once a clicking topology is logged, either the basic
inferring approach or the enhanced inferring approach can be
used tomap the clicking topology to the soft keyboard. Aswe
can see from Table 4, the success rate of the basic inferring
approach achieves 100 percent whereas the success rate of the
enhanced inferring approach achieves 92 percent with an
obscurity degree of around only 2, corresponding to four
passwords on average that the attackermust choose to be suc-
cessful in recovering the password. This demonstrates that
the replay attack onWindows 7 is feasible and effective.

On Mac OSX 10.6.5, we conducted the replay attack using
the default soft keyboard. RUI is again used to log the cursor
clicking topology on the impersonating computer. As we
can see from Table 4, the success rate of the basic inferring
approach is 44 percent whereas the success rate of the
enhanced inferring approach is 14 percent. It seems that
Mac OSX adopts a more sensitive mouse acceleration

Fig. 16. Acceleration in replay attack.

TABLE 3
Password Reconstruction Success Rate for Lightweight and Complex Acceleration Algorithms

Basic Inferring Enhanced Inferring

Small keyboard Large keyboard Small keyboard Large keyboard

Lightweight acceleration 100% 100% 99% 99%
Complex acceleration 99% 98% 98% 95%

Fig. 17. Cursor trajectory in replay attack.
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algorithm and that the randomness introduced into the
packet timing by the replay attack brings more trajectory
deviation, leading to a low success rate. Based on our experi-
ments, Mac OSX seems less vulnerable to the replay attack.

Please see the footnotes for videos of successful replay
attacks on different target OSs: Fedora Core 13,1 Windows 7
default installation,2 and Mac OSX 10.6.5.3 These videos
show the replay attack process and do not include the sniff-
ing process. In each demonstration, two computers are
used. One emulates the Bluetooth mouse, denoted as “fake
mouse,” whereas the other computer is the “impersonating
computer,” installed with the same OS as the victim com-
puter. In the video, the fake mouse is a laptop installed with
Ubuntu 8.04 and the impersonating computer is either a
laptop or computer. The fake mouse replays sniffed data to
the impersonating computer. The sniffed data is derived by
the FTS4BT device.

At the beginning of each video, we begin with the mouse
device registration and replay programs on the fake mouse.
The impersonating computer then connects to the fakemouse.
After the Bluetooth connection is set up, the fake mouse will
replay the sniffed data packets according to their original
timestamps to the impersonating computer. For greater clar-
ity of demonstrating the attack impact, at the beginning of
each replay attack, wemove the cursor to the first character of
the password and show that the replay attack correctly
derives the positions of the rest of the password characters. In
the video, we can see that the cursor on the target computer
moves and clicks passwords automatically. Here, the word
“automatically” means the cursor on the target computer is
controlled by the fake mouse, rather than by a hand. As we
can see, the mouse movement trajectory of the victim and
clicking topology can be reconstructed from the cursor move-
ment observed on the impersonating computer.

6 RELATED WORK

Although there are various attacks against Bluetooth, our
work is the first on reconstructing the Bluetooth mouse tra-
jectory and deriving sensitive information from it such as
passwords. Bluetooth sniffing has been investigated in [2],
[32], [39], [40]. Existing attacks include [26], [37] on the pair-
ing procedure for deriving link keys and [14], [31] against
Bluetooth keyboards. For a comprehensive study of
Bluetooth security and related attacks, please refer to [21],
[30]. Please refer to [13] for the study of password strength.

Mouse movement can also be used as a behavioral bio-
metric for the purpose of authenticating a user. For exam-
ple, Pusara and Brodley [34] used mouse dynamics for

conducting re-authentication. Aimed and Traore [10] pro-
posed an approach that aggregates low-level mouse events
as higher-level actions, including point-and-clicks or drag-
and-drops action. Ahmed et al.’s work in [29] achieved a
very high authentication accuracy from the analysis of 2000
mouse actions. To deploy real-time authentication (such as
online re-authentication) based on mouse biometrics, Zheng
et al. [44] proposed fine-grained angle-based metrics to ana-
lyze mouse movement. Based on these metrics, they used
the support vector machines (SVM) to classify users. Their
results showed that a high accuracy based on few mouse
actions could be achieved. Zhao et al. studied the process of
people choosing gestures from a picture and were able to
hack a considerable number of picture passwords in their
experiments [43]. Stefan et al. proposed a cryptographic
verification approach to ensure keystroke integrity [41].
Xu et al. investigated the security of keystroke-dynamics
authentication against synthetic forgery attacks [42].

7 CONCLUSION

In this paper, we conducted a holistic investigation of pri-
vacy leakage from unencrypted Bluetooth mouse traffic. We
examined the Bluetooth mouse packet semantics to develop
two attacks, the prediction attack and the replay attack. The
two attacks reconstruct on-screen cursor trajectories based
on sniffed raw mouse movement data when a lightweight
or complex mouse acceleration algorithm is used. We also
presented a careful analysis of how packet losses and varia-
tions of packet arrival timing may affect the accuracy of
reconstructed cursor trajectories. Finally, we performed an
extensive evaluation of Bluetooth mouse sniffing on the
inference of passwords that a user enters through an on-
screen software keyboard. We proposed two approaches for
password inference: a basic inferring approach to enumer-
ate all candidate passwords from a clicking topology and an
enhanced inferring approach that uses the statistical distri-
bution of human clicking patterns to reduce the number of
candidate passwords corresponding to a clicking topology.
Our real-world experiments showed the severity of privacy
leakage from unencrypted Bluetooth mice. We also dis-
cussed potential countermeasures to the proposed attacks
in the online supplementary document. For future work,
we plan to extend our attack to graphical passwords such as
the picture password in Windows 8.

ACKNOWLEDGMENTS

This work was supported in part by the US National Science
Foundation (NSF) under Grants 1116644, 1117175, 1350145,
0852674, 0915834, 1117297, 1343976, 1262275 and 1318948,
and National Natural Science Foundation of China under
grants 61272054, 61402104, and 61320106007, China National

TABLE 4
Performance of Replay Attack

Fedora 13 Windows 7 Mac OSX 10.6.5

Basic inferring Enhanced inferring Basic inferring Enhanced inferring Basic inferring Enhanced inferring

Success rate 69% 31% 100% 92% 44% 16%
Obscurity degree 4.81 0.60 7.41 2.14 6.26 1.13

1. Attack Fedora 13: http://youtu.be/qnjqgCCTVTk
2. Attack Windows 7: http://youtu.be/FVJK_m3UPj0
3. Attack Mac OSX: http://youtu.be/iFJoHBiYDWg

PAN ETAL.: PASSWORD EXTRACTION VIA RECONSTRUCTED WIRELESS MOUSE TRAJECTORY 471

http://youtu.be/qnjqgCCTVTk
http://youtu.be/FVJK_m3UPj0
http://youtu.be/iFJoHBiYDWg


HighTechnologyResearch andDevelopment Programunder
Grants No. 2013AA013503, Jiangsu Provincial Key Labora-
tory of Network and Information Security under grants
BM2003201, and Key Laboratory of Computer Network and
Information Integration of Ministry of Education of China
under grants 93K-9. Any opinions, findings, conclusions, and
recommendations in this paper are those of the authors and
do not necessarily reflect the views of the funding agencies.
Xinwen Fu is the corresponding author.

REFERENCES

[1] (2009, Mar.). Logitech advanced 2.4 GHz technology, revision 1.1h
[Online]. Available: http://www.logitech.com/images/pdf/
roem/Logitech_Adv_24_Ghz_Whitepaper_BPG2009.pdf

[2] (2010). Frontline test system FTS4BT user manual [Online]. Avail-
able: http://fte.com/docs/FTS4BT

[3] (2012). FTS4BT Bluetooth protocol analyzer and packet sniffer
[Online]. Available: http://www.fte.com/products/fts4bt.aspx

[4] (2012). Kaspersky Internet Security [Online]. Available: http://
support.kaspersky.com/kis2012/service?page=2&qid=208286483

[5] (2012). State Bank of Travancore-Virtual Keyboard [Online].
Available: https://www.sbtonline.in/sbijava/sbt/virtualkey-
board.html#

[6] (2013). Pointer acceleration [Online]. Available: http://www.x.
org/wiki/Development/Documentation/PointerAcceleration

[7] (2014). QQ International [Online]. Available: http://www.imqq.
com/

[8] (2015). Bluetooth human interface device profile [Online].
Available: http://www.bluetooth.com

[9] (2015). Westpac online banking [Online]. Available: http://www.
westpac.com.au/personal-banking/westpac-online/

[10] A. A. E. Ahmed and L. Traore, “A new biometric technology
based on mouse dynamics,” IEEE Trans. Dependable Secure
Comput., vol. 4, no. 3, pp. 165–179, Jul.–Sep. 2007.

[11] A. Becker. (2007, Aug.). Bluetooth security & hacks [Online].
Available: http://gsyc.es/ ~anto/ubicuos2/bluetooth_securi-
ty_and_hacks.pdf

[12] Bluetooth SIG. (2015). Specification adopted documents [Online].
Available: https://www.bluetooth.org/en-us/specification/
adopted-specifications

[13] J. Bonneau, “Statistical metrics for individual password strength,”
in Proc. 20th Int. Workshop Security Protocols, Apr. 2012, pp. 76–86.

[14] T. Cuthbert, A. Gontarek, E. Jensen, and P. Robbins, “A bluetooth
keyboard attack,” Univ. Minnesota, Minneapolis, MN, USA, Tech.
Rep., 2011.

[15] M. Duflot, M. Kwiatkowska, G. Norman, and D. Parker, “A for-
mal analysis of bluetooth device discovery,” J. Int. J. Softw. Tools
Technol. Transfer, vol. 8, no. 6, pp. 621–632, Oct. 2006.

[16] T. Engdahl. (2014). PC mouse information [Online]. Available:
http://www.epanorama.net/documents/pc/mouse.html

[17] M. Ettus. (2015). USRP products [Online]. Available: http://
www.ettus.com/

[18] Y. Gelzayd, “An alternate connection establishment scheme in the
Bluetooth system,” Master’s thesis, Polytechnic Univ., 2002.

[19] N. Golmie, R. E. V. Dyck, A. Soltanian, A. Tonnerre, and O.
R�ebala, “Interference evaluation of bluetooth and IEEE 802.11b
systems,”Wireless Netw., vol. 9, no. 3, pp. 201–211, 2003.

[20] J. C. Haartsen, “The Bluetooth radio system,” IEEE Personal Com-
mun., vol. 7, no. 2, pp. 28–36, Feb. 2000.

[21] K. Haataja, “Security threats and countermeasures in bluetooth-
enabled systems,” PhD thesis, University of Kuopio, 2009.

[22] HSBC. (2015). Security key demo [Online]. Available: http://www.
banking.us.hsbc.com/personal/demo/cam/cam_demo.htm

[23] U. Kukreja, W. E. Stevenson, and F. E. Ritter, “RUI-Recording user
input from interfaces under Windows and Mac OS X,” Behav. Res.
Meth., vol. 38, no. 4, Nov. 2006.

[24] J. P. Lang. (2015). Gnu radio [Online]. Available: http://gnuradio.
org/redmine/projects/gnuradio/wiki

[25] A. Laurie, M. Holtmann, and M. Herfurt. (2004, Dec.). Hacking
Bluetooth enabled mobile phones and beyond–full disclosure
[Online]. Available: http://trifinite.org/Downloads/21c3_Blue-
tooth_Hacking.pdf

[26] A. Y. Lindell, “Attacks on the pairing protocol of Bluetooth v2.1,”
presented at the Black Hat US, Las Vegas, NV, USA, Aug. 2008.

[27] Y. Lindell, “Comparison-based key exchange and the security of
the numeric comparison mode in Bluetooth v2.1,” in Proc. RSA
Conf. Topics Cryptology, 2009, pp. 66–83.

[28] F. Mazzenga, D. Cassioli, P. Loreti, and F. Vatalaro, “Evaluation of
packet loss probability in bluetooth networks,” in Proc. IEEE Int.
Conf. Commun., Jun. 2002, pp. 313–317.

[29] Y. Nakkabi, L. Traore, and A. A. E. Ahmed, “Improving mouse
dynamics biometric performancs using varaiance reduction via
extractors with separate features,” IEEE Trans. Syst., Man, Cybern.,
vol. 40, no. 6, pp. 1345–1353, Nov. 2010.

[30] National Institute of Standards and Technology (NIST). (2011,
Sep.). Guide to Bluetooth security [Online]. Available: http://csrc.
nist.gov/publications/drafts/800-121r1/Draft-SP800-121_Rev1.
pdf

[31] M. Ossmann. (2012). Bluetooth keyboards: Who owns your key-
strokes [Online]. Available: http://ossmann.com/shmoo-2010/

[32] M. Ossmann. (2012). Project Ubertooth [Online]. Available:
http://ubertooth.sourceforge.net

[33] M. Ossmann and D. Spill, “Building an all-channel bluetooth
monitor,” ShmooCon-An American hacker convention organized
by The Shmoo Group, 2009.

[34] M. Pusara and C. E. Brodley, “User re-authentication via mouse
movements,” in Proc. ACM Workshop Vis. Data Mining Comput.
Secur., Oct. 2004, pp. 1–8.

[35] T. Schroeder and M. Moser, “Keykeriki-Universal wireless key-
board sniffing for the masses,” DeepSec Security Conference,
2009.

[36] T. Schroeder and M. Moser, “Practical exploitation of modern
wireless devices,” CanSecWest, 2010.

[37] Y. Shaked and A. Wool, “Cracking the Bluetooth PIN,” in Proc. 3rd
Int. Conf. Mobile Syst., Appl., Services, Jun. 2005, pp. 39–50.

[38] D. Spill. (2007, May). Final report: Implementation of the Blue-
tooth stack for software defined radio, with a view to sniffing and
injecting packets [Online]. Available: www.cs.ucl.ac.uk/staff/a.
bittau/dom.pdf

[39] D. Spill and A. Bittau, “Bluesniff: Eve meets Alice and Bluetooth,”
in Proc. USENIXWorkshop Offensive Technol., Aug. 2007, p. 5.

[40] D. Spill and M. Ossmann. (2014). GR-Bluetooth [Online]. Avail-
able: http://sourceforge.net/projects/gr-bluetooth/

[41] D. Stefan, X. Shu, and D. Yao, “Robustness of keystroke-dynamics
based biometrics against synthetic forgeries,” Elsevier Comput.
Secur., vol. 31, pp. 109–121, Feb. 2012.

[42] K. Xu, H. Xiong, C. Wu, D. Stefan, and D. Yao, “Data-provenance
verification for secure hosts,” IEEE Trans. Dependable Secure Com-
put., vol. 9, no. 2, pp. 173–183, Mar./Apr. 2012.

[43] Z. Zhao, G. J. Ahn, J. J. Seo, and H. Hu, “On the security of picture
gesture authentication,” in Proc. 22nd USENIX Conf. Secur., Aug.
2013, pp. 383–398.

[44] N. Zheng, A. Paloski, and H. Wang, “An efficient user verification
system via mouse movements,” in Proc. 18th ACM Conf. Comput.
Commun. Security, Oct. 2011, pp. 139–150.

Xian Pan received the BS degree in computer
science and the MS degree in electrical engineer-
ing from Shaanxi Normal University, China, and
the University of Shanghai for Science and Tech-
nology, China, respectively. She received the PhD
degree in computer science from the University
of Massachusetts Lowell in 2013. She is a senior
engineer at SimpliVity Corporation. She is also
an active researcher in computer privacy and
security.

Zhen Ling received the BS degree in computer
science from the Nanjing Institute of Technology,
China, in 2005, and the PhD degree in computer
science, Southeast University, China, in 2014,
respectively. He is a lecturer at the School of
Computer Science and Engineering, Southeast
University, Nanjing, China. He joined the Depart-
ment of Computer Science, City University of
Hong Kong from 2008 to 2009 as a research
associate, and then joined the Department of
Computer Science, University of Victoria from

2011 to 2013 as a visiting scholar. His research interests include network
security, privacy, and forensics.

472 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 13, NO. 4, JULY/AUGUST 2016



Aniket Pingley received the bachelor’s and the
master’s degrees in computer science from Nag-
pur University, India, in 2005 and from the Univer-
sity of Texas at Arlington in 2008, respectively. He
received the PhD degree from The George
Washington University, Washington, DC, in 2011
under the advisement of Dr. Nan Zhang. He has
been a software engineer at Intel Corporation in
Oregon since 2011. His research focus was pri-
vacy protection in location-based services.

Wei Yu received the BS degree in electrical engi-
neering from the Nanjing University of Technol-
ogy, Nanjing, China, in 1992, the MS degree in
electrical engineering from Tongji University,
Shanghai, China, in 1995, and the PhD degree in
computer engineering from Texas A&M University
in 2008. He is currently an associate professor
with the Department of Computer and Informa-
tion Sciences, Towson University. He received
the US National Science Foundation (NSF)
CAREER Award in 2014 and the University Sys-

tem of Maryland (USM) Regentsa�Faculty Award for Excellence in Schol-
arship, Research, or Creative Activity in 2015. His research interests
include cyber security, computer networks, and cyber-physical systems.
He is a member of the IEEE.

Kui Ren received the BE and ME degrees from
Zhejiang University, and the PhD degree from
Worcester Polytechnic Institute. He is currently
an associate professor of computer science and
engineering, State University of New York at
Buffalo. His research interests include cloud
security, wireless security, internet of things, and
mobile crowdsourcing systems. His research has
been supported by NSF, DoE, AFRL, Amazon,
and MSR. He received the US National Science
Foundation (NSF) CAREER Award in 2011 and

Sigma Xi/IIT Faculty Research Excellence Award in 2012. He also
received the Best Paper Award from IEEE ICNP 2011. He serves as an
associate editor for a number of journals including IEEE Transactions on
Information Forensics and Security. He is also an Area TPC chair for
IEEE INFOCOM 2015 and a distinguished lecturer of IEEE VTS. He is a
senior member of the IEEE and a member of ACM.

Nan Zhang received the BS degree in computer
science from Peking University in 2001 and the
PhD degree in computer science from Texas
A&M University in 2006. He is an associate pro-
fessor of computer science at The George Wash-
ington University. His current research interests
include databases and information security/pri-
vacy. He received the US National Science Foun-
dation (NSF) CAREER Award in 2008. He is a
member of the IEEE.

Xinwen Fu received the BS degree in 1995 and
the MS degree in 1998 in electrical engineering
from Xi’an Jiaotong University, China, and the
University of Science and Technology of China,
respectively. He received the PhD degree in com-
puter engineering from Texas A&M University in
2005. He is an associate professor in the Depart-
ment of Computer Science, University of Massa-
chusetts Lowell. His current research interests
are in network security and privacy, network for-
ensics, and computer forensics. He received the

Best Paper Award from IEEE ICC 2008, 2013 and WASA 2013. He is an
editor of IEEE Communications Letters. His research was featured on
national and international media including CNN and CCTV. He is a mem-
ber of the IEEE.

" For more information on this or any other computing topic,
please visit our Digital Library at www.computer.org/publications/dlib.

PAN ETAL.: PASSWORD EXTRACTION VIA RECONSTRUCTED WIRELESS MOUSE TRAJECTORY 473



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


