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Abstract

It is common for the network topology to change during its operation, which demands that the network defense system adapt itself for the
current topology. Aiming at such need, this paper provides a novel defense model for the dynamic topology network, which includes three
modules: network topology discovery, adaptive agents re-configuration mechanism and active defense. The model is based on mobile agent
technology, and contains two kinds of agents: topology discovery agent and defense agent. The model uses topology discovery agents to
actively probe the current network topology and encodes it. Then the adaptive re-configuration mechanism of the model implements the
distribution and migration of the defense agents according to the current topology. Thus, the re-configured defense agents provide active
defense for the network. The whole model emerges with the Markov property, which is also analyzed in the paper.
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1. Introduction

In the open network, nodes can take part in or depart
from the network at any time. There is an emerging
phenomenon that network topology is changed during the
operation. The Ad-Hoc network is one of the typical
examples of dynamic topology networks. Obviously, the
security of the dynamic topology network is more serious
than that of static network, and the network defense system
should adapt for the topology dynamics.

Even though there are many network defense technol-
ogies nowadays, they often can only be used on fixed
topology in practice. When the network topology is
transformed, there is a need to make many manual
reconfigurations for the existing network defense system,
such as monitoring place, security mechanism, strategy, etc.
Therefore, the existing network defense system often cannot
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function well when the network topology is transformed,
and a network defense system aiming at one kind of
topology does not work well with another different
topology. Therefore, it is crucial to develop a network
defense model that can adapt itself to the dynamic
topology.

There are existing projects engaged in the adaptation of
network defense technology, such as JAM [1], GASSATA
[2], AAFID [3], JPA [4], and MAIDS [5]. Although these
projects made contribution to the adaptation of network
defense technology, and the intrusion detection technology
based on mobile agent [7,11] can achieve topology
adaptation ability in some degree, all of these related
works do not emphasize the adaptation for dynamic network
topology and lack systemic research. In order to solve such
problem, we first presented an original model that can adjust
its agent resource according to the network topology [6]. On
the base of our original work in [6], now we present a whole
defense model for dynamic topology network based on
mobile agent technology. In our research, we want to make
an attempt at an explorative study of the dynamic topology
network defense.
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The rest of the paper is organized as the follows. Section
2 provides the basic architecture. Section 3 addresses the
network topology discovery and encoded representation.
Section 4 describes the agent reconfiguration mechanism;
Section 5 addresses the defense agents briefly. Section 6
analyzes the Markov property of the whole model. Section 7
describes a simulation experiment, and sums up the whole
project and proposes the future research direction.

2. Basic architecture

The model described in this paper is based on mobile
agent technology. There are two kinds of agents in the
system: topology discovery agent and defense agent.
Aiming at the dynamic topology, we need first discover
the current network topology timely and correctly based on
topology discovery agent. After discovering the topology,
the system makes adaptive reconfiguration to the defense
agents. The reconfigured defense agents make active
defense for the network.

The model includes three modules:

(1) Network topology discovery. This module uses agent-
based active probing technology to discover the current
topology of the protected network and encodes it.

(2) Adaptive agents re-configuration mechanism. Accord-
ing to the discovered topology, this module reconfigures
the defense agents. This is divided into two sub-parts:
one is the initial distribution of agents for network
topology; the other is the adaptive migration of agents.

(3) Active defense. After distribution and migration, the
defense agents implement active defense for the
network.

The active defense model architecture for dynamic
topology is shown in Fig. 1.

The reconfiguration mechanism adopts a multi-agents
architecture with a monitor center. It integrates with
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the network topology discovery module. The monitor
centers of both are located on the same management station.
The adaptive reconfiguration mechanism uses genetic
algorithms and ant algorithms to make adaptive reconfi-
guration for achieving the optimal distribution of defense
agents according to the current network topology.

In the model, the defense agents include: intrusion sensor
agent, intrusion detection agent, tracing agent and recovery
agent. Each kind of agents takes care of their respective
task.

3. Network topology discovery and encoding

3.1. Topology discovery

On the base of topology discovery method proposed by
Hwa-Lin [8] and other relative works (e.g., [9]), we adopt
active network topology probing technology based on
mobile agent, shown in Fig. 2.

Fig. 2 can be explained as follows: on the Management
Station there is DMAI, DMALI firstly arrives a node N
which is never probed by other DMAs. It returns RMAL that
contains the adjacent information of N to the Management
Station. Then DMA1 spawns a new DMA for each adjacent
node of the node N and terminates itself afterwards.
The new DMA goes to the adjacent node, if it discovers
that the adjacent node is never probed then it returns a RMA
to the Management Station, or else it terminates itself. After
the whole topology information returns to the Management
Station, the EC encodes it.

3.2. Topology encoded representation

Given that there are n nodes, the complete graph
constructed by these nodes has n(n— 1)/2 edges. According
to the number of edges, the length of code is n(n—1)/2.
Referring to the actual topology, the bit of the code can be 0
if the edge of the graph does not correspond to the one of

ctive defense

Fig. 1. The architecture of the network defense model for dynamic topology.
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Fig. 2. Architecture of network topology discovery.

the actual topology, or be 1 if the edge of the graph
corresponds to the one of the actual topology. For example,
a complete graph with four nodes is shown in Fig. 3, the
number of each edge is: 1(1,2), 2(1,3), 3(1,4), 4(2,3), 5(2,4),
6(3,4). And the actual network is shown in Fig. 4, which is
composed of edges {1,3,4}, therefore we can encode the
actual topology as: {101100}.

4. Agent adaptive reconfiguration mechanism

When the network topology is transformed, we need
reconfigure the agents in the defense system. Now we apply
genetic algorithms and ant algorithms into the reconfigura-
tion mechanism, and propose a module which can
adaptively reconfigure defense agents according to the
current network topology.

Fig. 4. The actual topology.

4.1. Apply genetic algorithm to implement initial
agents distribution

In the model, when there is intrusion in the network,
we need first distribute the agents in the network
accordingly to achieve optimal distribution of defense
agents according to current network topology, intrusion
information and former agents distribution. Genetic
Algorithms (GAs) are adaptive heuristic search algorithm
based on the evolutionary ideas of genetics and natural
selection [10]. We use the genetic algorithm to
implement the optimal distribution of defense agents. It
is well known that the key factors of genetic algorithm
are encoding, fitness function, production of initial
population and genetic operation. Next we will address
them in detail.

(1) Encoding

We adopt subsection code where chromosome is parted
into three sections of gene. The first section of gene
denotes network topology, the second denotes agent
distribution state, and the third one denotes intrusion
information. Therefore, the chromosome is shown as
follows:

A1,A2y oy iy ouey an(,,_l)/z

VERVATY FEYSVI0 LTV LTY CEYCYVRUNY 1Y 59 Y (YR IV (5 (Y S

by, by .., bis . by

where n is the number of nodes in the network.

Among those the first section is addressed in Section 3.2.
The length of this section is n(n—1)/2.

The second section ‘I;1IxI;31;,° shows that on the
node i there are No. 1 agents (intrusion sensor agent)
with the amount of 7;;, No. 2 agents (intrusion detection
agent) with the amount of I,;, No. 3 agents (tracing
agent) with the amount of I3, No. 4 agents (disaster
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recovery agent) with the amount of I;4. The length of this
section is 4n.

The third section is binary that denotes which node
suffered from abnormal activity. b;=1 if node i is suffered
from abnormal activity, or else b;=0. The length of this
section is 7.

Therefore, the total length of the chromosome is shown
as follows:

n 9
nnmn—DR2+4n+n=—+—-n @))
2 2

(2) Design the Fitness Function

When agent i moves from the now location to the
destination location, the migration cost includes resource
and time cost.

We define the migration cost function of agent i as
follows

Cost; = h(o,C, + 0,C,) (2

where C, is the time cost when agent moves from a node to
its adjacent one, C, is the system resource cost when agent
moves from a node to its adjacent one. 4 is the hops when
agent moves from the now location to the destination
location. ¢ and o, are the weight of C; and C,. The adaptive
act of agent i should make the cost function be minimum.

In genetic algorithms, we often use a non-negative real
number to reflect the fitness ability of individual. In order to
adjust to the character of genetic algorithms and combining
our code and the above cost function, we can define fitness
function as follows

N
F'=Fy—> Cost; (3)
i=1

where N is the amount of mobile agents. F}) is a positive
constant, which changes with the problem size and is used to
ensure individual fitness F' always be non-negative.

(3) Production of Initial Population

In term of the encoding method, we produce initial
population with the individual length of (n2/2)+(9/2)n.
Among those the first n(n— 1)/2 bits of gene is binary; the
middle 4n bits of gene is natural number or O; the last n bits
of gene is binary.

(4) Genetic Operator

Selection: According to (3), we can compute the fitness
of individual and select the individual with high fitness
value. Crossover: we use crossover operation to produce

[7(i, )]* X [0, )1°
Pii(k) = § 3 eaps, ol w1 X [0, u)l?
0

otherwise

new individual; Mutation: we also use mutation to produce
more robust individual.

Then, through the genetic algorithm operation, we can
get the optimal initial distribution of defense agents.

if j € ADJ,(i) and p;;(k) > 0

4.2. Apply ant algorithms to implement agent migration

In the defense process, the defense agents should migrate
in the network. For effective migration, we apply ant
algorithm to implement agent migration.

4.2.1. Residence factor of agent

Firstly we define an array A[k][i] to denote that the
number of successful defense while agent k locates at node i
After a network defense system is initially installed in a
network, A[k][{] is zero. Once the network defense system
makes defense successfully, we add A[k][i] by 1, or else we
subtract A[k][i] by 1. However, A[k][{] cannot be less than
zero.

Definition 1. Residence factor of agent k at node i is defined
as follows:

res; (i) = In(A[K][i] + 1) (4)

From (4), we can see that when A[k][i] is zero, then the
residence factor of agent k at node i is zero.

The more res,(i) is, the better agent k can function at node
i, therefore in the new distribution, it has a better chance to
migrate to node i.

4.2.2. Apply ant algorithms to realize the agent one-hop
migration in the defense progress

Ant algorithm is collective intelligence that studies how
the actions and inter-relations of a set of simple agents (for
example, bees, ants, etc.) in carrying out global objectives of
the system where these agents are immersed [12,13]. The
ant algorithm was firstly used to solve the TSP (Travel
Salesman Problem). According to the ant algorithm, the ant
transition rule is mainly decided by the pheromone left by
other ants on the path and heuristic value. In the TSP, the
shorter a path is, the more the number of ants that go through
the path, then the more the pheromone left by ants. And ants
are prone to select the path with more pheromone to travel
so as to toward the optimal result.

When the defense system provides defense, agents need
to migrate. If agent k want to migrate from i to j, we should
consider two factors: one is the pheromone on the path (i,j),
the more the number of agents that go through path (i,j), the
more pheromone there is; the other is the comparison
between res;(i) and res;(j).

According to the ant algorithm [12], the transition rule of
agent is shown as follows

®)

where p;(k) denotes the probability that agent k migrate
from i to j; ADJi(i) denotes the adjacent nodes of i; 7(i,j)
denotes the pheromone on the path (i,j); (i, j) is a heuristic
value; o and (B are parameters to control the relative
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influence importance between pheromone and heuristic
value on agent migration probability.
Pheromone update formula is shown as follows

7ii(n + 1) = p7;i(n) + ATy (6)

where p is a parameter, (1 — p) denotes the waning degree of
pheromone from time » to time n+ 1.

Aty => Arh (7

In (7), x denotes the number of agents; ATfj denotes the
pheromone left by agent x on path (i,j)

0, otherwise

A { Ol(ad;; + Uzmg-), if agent x passes (i,j) in this migration process
[j —

where Q is a constant which can be got by experiment; d;;
denotes the distance between i and j; mj; denotes the
migration cost of agent x from i to j, more detail can be seen
in [14]; o, and o, are used to control the relative importance
between d;; and nr;.

In this paper, considering the actual situation of network
defense system, we design the heuristic value as follows:

(i, ) = resg(j) —res (i) + G 9

C; is a constant number which is decided by experiment.
We can see that only if res; (i) —resi(j) is more than Cy, then
ni(i,j) is negative, therefore migration probability is zero.

According to (6), (9) and (5), then the migration
probability of agent k from i to j at time n+1 is shown as
follows:

[p7;(n) + A;1% X [res; (j) — res; (i) + C;1°

p ij (k) =
u€ADI, (i)

>

4.2.3. Implement the agent multi-hops migration based on
probability theory

In this section, for simplification, we use ‘agent’ to
represent ‘agent k’, and ‘p;;’ to represent ‘p;(k)’.

From Section 4.2.2 we can see that when an agent
migrates, its migration probability is only influenced by the
pheromone and residence factor produced by last agents’
distribution, and not by the previous ones before the last
distribution.

We introduce X, to denote the process of agent
migration, X,,=i denotes that agent migrates to node
i at the nth migration. Obviously, for any nodes series:
i0si1s---sin—1,0yj and n>0, the stochastic process {X,,
n=0,1,...} obeys the following equation:

p{X11+1 :.1|XO = iOv ~--’Xn71 = inflen = l}

=p{Xn+1 =J|Xn = l} (11)

D [pri(n) + Aty X [resy(u) — res (i) + C 1

From (11), we can conclude that the migration process of

agent possesses Markov property, so X,, is a discrete-time
Markov Chain. Therefore, we can use Markov Chain theory
to analyze the property of agent migration.
We let pgf’“'l =piX,1 =jlIX, =i}, which denotes
the conditional probability that agent migrate to node j at
the (n+ 1)th migration while the agent locates at node i at
the nth migration.

When we analyze the migration process of agent, we
only need to consider the interval time between the
migrations, and not the start time of the first migration of

®)

the agent. Therefore, we can conclude:
X =jIX, =i =p}" ' =p;. n>1 (12)

Therefore, the migration process of agent has stable
probability and has homogeneous Markov property, and,
{X,,,n=>0} is a homogeneous Markov Chain.

Since the migration process of agent is not negative, the
agent either move to a new location or keep residing on
current location, therefore we can conclude:

p;=0 and » p;=1, ij=0 (13)
J

Let the number of nodes in the network be n+1, we
can define the migration probability matrix of agent:

if (j € ADJ(?)) and (p;;(k) = 0) and (the denominator # 0)

otherwise
(10)
Pz[pl/], ie.:
Poo  Po1 Po2
p=|Pw0 17'11 P (14)
Pno P;zl Pn2

The ith row of the matrix denotes the probability that the
agent on node i migrate to other nodes.

The probability that agent on node i can arrive at node j
after n-hops migration is denoted as: pff) = piX,n=
JjIX,,=1i}; and the n-hops migration matrix of agent is
denoted as: P = ||P,(;l)||.

Theorem 1. The n-hops migration matrix of agent has the
following property:

—1
Py = purl " (15)
k=0

We can assume that pg?) =1, and if j#1i then p,(;)) =0.



294 Y.C. Jiang et al. / Microprocessors and Microsystems 29 (2005) 289-297

Theorem 1 is concluded from the principle of stochastic
process, and the proof testifying process can be seen in [15].

From Theorem 1, we can see: if an agent want to move
from i to j after n-hops migration, the agent should move to k
at the first hop migration, and then move from k to j after
(n—1)-hops migration. The k can also be i or j themselves.

Let the probability distribution of agent at the start time
(we can call it as Initial Probability Distribution) is:

PV =plXy =i}, i=012,... (16)

And the probability distribution of agent at the nth
migration is:

P =p{X, =i, i=0,1,2,.. (a7

According to the Formula of Total Probability [15], we
can conclude:

piX, =} => piXo = iplX, = jlX, = i} (18)
So
Y =>pp (19)

Therefore, we can conclude:

Theorem 2. In the migration process of agent, the n-hops
migration probability can be computed by one-hop
migration probability.

Definition 2. Reach-ability: if there exists n>0 and p{” > 0,
then we say that agent can reach j from i.

Obviously, the reach-ability of agent has the following
property: if i—j and j— k, then i — k.

Therefore, on the base of Markov property of agent
migration, we can compute n-hops migration probability of
agent to select a best path to move. If the agents migrate along
their best paths, they can function well and minimize the cost.

5. Using defense agents to make active defense

After adaptive reconfiguration, the agents are re-
distributed in the network optimally to defend the network.
As mentioned above, there are four kinds of defense agents:

intrusion sensor agent, intrusion detection agent, tracing
agent, and recovery agent.

Intrusion sensor agents often reside on the hosts. They
check the network flow data and host logs to discover
abnormal activities; intrusion detection agents make intru-
sion detection on the location where intrusion sensor agents
discover abnormal activities; tracing agents trace the
intrusion path in the network and find out the exact location
where the network suffered from intrusion first; recovery
agents recover the contaminated data according to the
system log.

In the system, the coordination among agents adopts
Direct Coordination Model. Agent can pass message to the
coordinated agent directly. Therefore, the agent that wants
to pass message should know the identifier of the agent that
will receive message. So every agent should has a unique
identifier in the system and the management station should
know the exact location of every agent.

6. Analyses for the Markov property of the whole model

In Section 4.2.3, we analyze the Markov property of
agent migration, and now we analyze the Markov property
of the whole network defense model.

We present a model for test, the whole test model is
shown in Fig. 5.

Definition 3. [16] A Stochastic Petri Net (SPN) is a
quintuple: SPN=(P,T;F,M,A), where:

(1) PN=(P,T;F.,M,) is a Petri Net;

(2) A={A,A2,...,4,}, n=|T|, ;>0 is the average run rate
of transition #;, which conforms the exponential
distribution.

We can use Stochastic Petri Net to formalize the network
defense test model in Fig. 5, shown in Fig. 6 (Table 1).

The average rate of 4 is the same as the one of ts; the
average rate of 7 is the same as the one of #;. For all of the
transitions, the corresponding rates that conform
the exponential distribution are: {A,A5,A3,A4,44,45,45}.

We can set the token of initial place as 1, and set the
token of other places as 0. Under some situation, the output

| | r-r-—-——™—"FFT——"FfT™"f"T™"""T™""T""™"""T""T" "7 ——— ha r-r-—-——~—FTF~=""™>"T™""T""7"7"7"—7"—"— b |
1 1 1 1 1 1
I |Initial setting of the| 1 ! ! ! !
: mobile agent based | : : : ; i
\ . B S * . \ \ \ Rev1f:w the | |
: : : ATopoIogy ) : : defense :
| " \ |Discovery and Adaptive Mak \ | | Make defense resultand | 1
! Change of I | Each node reconfig axe new ! afi i !
| : — reconfigu agents afternew  —=> modify h
: network | : probes it’s ration distribution | T | distribution agents '
| topology N \ | adjacement for New ) \ \ residence | 1
: ! : nodes Topology ' ' factor '
1 1 1 1

| Intrusion : | 1 | :
1 1 1 1 1 1
] 1 ] 1 | 1
L - - L e ——— J L - _I

Fig. 5. The test defense model for dynamic topology.
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Fig. 6. The Petri Net formalization of the model in Fig. 5.

of Petri Net model can be different according to different
conditions. When a transition takes place, of all the output
places set only one place’s mark can change, so the
concept of selected place transition was introduced [17]. In
Fig. 6, || denotes that when a transition takes place, among
the output places we only select a place’s mark to change.
Therefore, only P3; or P, can be changed when ?#; takes
place; and only Ps or Pg can be changed when 14 takes
place.

In [16], it has been proved that a SPN is congruent to a
continuous-time Markov Chain. Every mark of SPN can be
mapped to a state of Markov Chain, and the reachability
graph is congruent to a state space of a Markov Chain. The
reachability graph of our network defense model is shown in
Fig. 7. By replacing t; with 4;, we can get the Markov Chain
for the model, shown in Fig. 8.

We firstly define a transfer matrix Q=[g;;], 0<ij<n—1.
q;; (i#) can be gotten as follows: if there is an arc from M; to
M;, then g; (i) is equal to the rate A on the arc, or else g;;
(i#j)=0.1f i=j, then g;; is the negative of the sum of the rate
of the arcs out from M;.

[16] Let the stable state probability of n states in Markov
Chain be a row vector: X=(xo,X{,...,x,—1), then according
to the property of Markov stochastic process we can

Table 1
The cutline in Fig. 6
Place  Description Transition  Description
Po Initial state H Change the network
topology
1 The network state after 1, Simulation intrusion
changed topology
)22 The network state while #3 Adaptive reconfigura-
being intruded tion of defense agent
D3 Agent migrates 1y Agents make defense
for the network after
migration
Pa Agent keep stable ts The stable agents make
defense for the network
Ds Network defense suc- te Add the residence factor
cessfully with 1
Pe Network defense unsuc- 7 Subtract 1 from the
cessfully residence factor

MO(1000000)

Ln
M1(0100000)
i o

M2(0010000)

N

M3(0001000) M4(0000100)

t4M5
M5(0000010) M6(0000001)

Fig. 7. The reachability graph of the SPN for the adaptive defense model.

Fig. 8. The Markov chain for the adaptive defense model.

conclude:

X0 =0,

(20)
Zix,-=l, 0<i<n—1

The Markov Chain transfer matrix of our model is shown
as follows:

_A] Al 0 0

2 A
0 =24 A A3
0 0 —24 0 A A Q1)
0 0 0 =24 A A

s 0 0 0 0 — 0

As 0 0 0 0 0 —4
From (20) and (21), we can conclude:
—A1Xg + Asxs + Asxg =0
AMxg — Ax; =0
Ax; —223x%, =0
Axy — 22433 =0

A3X2 - 214X4 =0

(22)

A4X3 + A4X4 - /15)(«'5 =0

A4X3 + A4X4 - ASXG =0

X0 +x1 +)C2 +X3 +X4 +XS +x6 =1
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Therefore, we can get the stable probability of every
state, shown as (23)

From all of above analyses, we can conclude: (1) of all
the marks of the reachability graph, the max number is 1, so
the model is bound and secure; (2) from the reachability
graph, we can see that every transition can take place, so the
model does not produce deadlock; (3) the sum of the marks
of the model is constant, so the model is conservational; (4)
the model has reach-ability.

Therefore, our model is feasible theoretically.

7. Experiments and conclusion

We have developed a network defense prototype system
based on mobile agent technology. We embed the topology-
adapted network defense model provided by this paper into
the prototype system and make simulation test.

In our experiment, we make two kinds of tests: (1)
Running the original prototype without the introduction of
the model provided by this paper (Method 1); (2) using our
topology-adapted network defense model (Method 2). We
make comparison between the intrusion detection efficien-
cies of Method 1 and Method 2. The intrusion detection

100
1 —o— Method 2

95 1 —=— Method 1

e T

85 \“-——m\\__ﬂ

80 \- \

75 S

70

65

60

55

50 +—— . ; . \

3 5 Fi 9 11 13
Number of Nodes in the Network Topology

Intrusion Detection Efficiency (%)

Fig. 9. The comparison between the two methods in the experiment.

PUMo} = 1 = 2dodsAids
080 T D0 A As + 24 AsAgds + A AaAgds 4 A AadsAs 4 24, Az Ay
221 A3 A0
PM\}=x, = 2 2 2 2
225 hs + 20 A A g hs + A A2Aghs + A A2AsAs + 2, A Ay
PiMy} =, = 2 2 2 2
A0 A As + AN RAgAs + 20 Ao AsAghs + 24, A2 As + 44, A A2 A,
o 2219304
PiM3} =x; = 2 7 2 2
8J 3 2 As + 821 A2l hs + AX1 dad2hs + A Ay AsAuds + 82 Mg s A2 (23)
Ao dsdals
P{My} =x, = 2 2 2 2
8I 3 A2 As + 821 A2l hs + 401 dad2 s + A AyAsAuds + 82 Mg s A2
221 A3 A
P = s = T A Tl T 20 Aot + 20 e A idaied
2/A3/44 5 171434415 1724415 171424345 1724374445
AdoAsAgds
PiMe} =X = i 2 2 2
A3 A I AA ds A d2 + 200 dada 2 A+ 200 dada I2 A+ 4y dads dads

efficiency is defined as the proportion of the number of
successful intrusion detection to the total number of
simulation tests.

In the simulation experiment, we adopt Expert, an Unix
tool, to simulate the intrusion. In our experiment, we get
different network topology by change the amount of
network nodes from 3 to 13. In the network, we implement
full inter-connection among the nodes.

From Fig. 9, we can see that: when the nodes number is 3,
the contrast is not obvious, the reason is that since the
topology is not so complex that our model does not show its
advantage; however, with the increase of node number, then
the network topology is more complex, the performance
contrast between the two methods becomes obvious.

Therefore, the simulation result proves that our model is
feasible, especially when the network topology is complex.
Our model can adapt itself for the change of network topology.

This paper provides a defense model for dynamic
topology network, and makes detail explanation for the
architecture and principle of the model. In our research, we
made an explorative attempt for the defense of dynamic
topology network. However, now our work is still mainly
theoretical and elementary. Our future task will focus on the
further development of the system and achieving a network
defense system that can be applied in real large-scale
dynamic topology network.
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